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Abstract
Communication is of essential importance to Smart Grid. CEN-CENELEC-ETSI Smart Grids
Coordination Group has studied the Smart Grid Communication Architecture, and defined a set
applicability statements regarding the suitability of different communication technologies for Smart
Grid. According to this study, the 3GPP defined mobile networks are well suited for most Smart
Grid use cases. In fact, mobile networks operators are already entering this market and solutions
are used extensively e.g. for Smart Metering, which is an important Smart Grid use case. Also
3GPP technologies evolve to better suit the needs of Smart Grid. In this report we outline the
solutions that are being made available under the title Machine to Machine (M2M) Communication,
or Machine Type Communication (MTC), as this area is called in 3GPP.
M2M communication is developed in various technical forums, and in our earlier SGEM work
[SGEM_M2MArch] we showed how a standard solution can be built using different standard M2M
solution components. NSN has been following and contributing to many of these activities. Since
the most important improvements to the overall performance come from the developments in the
layers providing the IP connectivity, we focus this study on the 3GPP technologies. It is viewed that
using 3GPP M2M technologies in the near future is very likely. We also highlight the latest
developments in the M2M Service Enablement layer standardization both in ETSI and OneM2M,
but it seems that it will take few more years before these standards are available in form that
allows sensible implementation.
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1 Preface
This report was written as a part of the Finnish national research project "Smart Grid and Energy
Market" SGEM 3rd funding period, which is supported by Tekes. The report is part of work done in
SGEM Task 6.2: Next generation communication solutions. The information needed for the study
in this document has been obtained mainly by participating in the related standardization activities,
and some publicly available material has been fetched through internet.
The main part of the documentation work was done by Markku Tuohino and Atte Länsisalmi. We
would like to thank our colleagues who supported us in this work, especially Devaki Chandramouli,
Rainer Liebhart, Timo Knuutila and Miikka Poikselkä.
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2 Abbreviations
3G
3GPP
4G
6LowPan
AAA
AC
Apps
AP
API
APN
ARIB
ARPD
ARPU
AS
ATIS
BBF
BSC
CCSA
CDF
CEN
CENELEC
CGF
CI
CN
CoAP
CP
CS
CSP
DER
DHCP
DIAMETER
DIN
DKE
DL
DM
DSL
DSCL

Third Generation (mobile communication technology)
Third Generation Partnership Project
Fourth Generation (mobile communication technology)
IPv6 over Low power Wireless Personal Area Networks
"the triple A" Authentication, Authorization & Accounting
Access Class
Applications
Access Point
Application Programming Interface
Access Point Name
Association of Radio Industries and Businesses
Average Revenue Per Device
Average Revenue Per User
Access Stratum
Alliance for Telecommunications Industry Solutions
BroadBand Forum
Base Station Controller
China Communications Standards Association
Charging Data Function
European Committee for Standardization
European Committee for Electrotechnical Standardization
Charging Gateway Function
Cell Identity
Core Network
Constrained Application Protocol
Control Plane
Circuit Switched
Communication Service Provider
Distributed Energy Resources
Dynamic Host Configuration Protocol (also for IP v4 and v6)
not an abbreviation (AAA protocol defined in IETF)
Deutsches Institute für Normung
Deutsche Kommission für Elektrotechnik (German Commission for Electrical,
Electronic & Information Technologies)
Down Link
Device Management
Digital Subscriber Line
Device Service Capabilities Layer
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E-UTRAN
EAB
EDGE
EHPLMN
EN
eNB
EPC
EPS
ESO
ETSI
EU
FQDN
GERAN
GGSN
GPRS
GPS
GSCL
GSM
GTP
GTP-U
GW
H2H
HEMS
HLR
HPLMN
HTTP
HSS
IEC
IEEE
IETF
IETF RFC
IMS
IMSI
IoT
IP
IPv4
IPv6
IWF
LAPI

Evolved Universal Terrestrial Radio Access Network
Extended Access Barring
Enhanced Data rates for GSM Evolution
Equivalent Home Public Land Mobile Network (networks equivalent to home
network)
European Norm
Evolved NodeB, LTE Base Station
Evolved Packet Core
Evolved Packet System
European Standardization Organization
European Telecommunications Standards Institute
European Union
Fully Qualified Domain Name
GSM/EDGE Radio Access Network
Gateway GPRS Support Node
General Packet Radio Service
Global Positioning System
Gateway Service Capabilities Layer
Global System for Mobile Communication
GPRS Tunneling Protocol
GTP User Plane
Gateway
Human-to-Human
Home Energy Management System
Home Location Register
Home Public Land Mobile Network (Home network)
Hypertext Transfer Protocol
Home Subscriber Server
International Electrotechnical Commission
Institute of Electrical and Electronics Engineers
Internet Engineering Task Force
IETF Request for Comments (IETF document in review for standard)
IP Multimedia sub-System
International Mobile Subscriber Identifier
Internet of Things
Internet Protocol
Internet Protocol version 4
Internet Protocol version 6
Inter-Working Function
Low Access Priority Indicator
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LAU
LTE
M2M
MAP
MM
MME
MNO
MPLS
MPLS TP
MSISDN
MO
MT
MTC
MTCe
NAS
NIST
NIMTC
NMO
NSCL
OA&M
OCS
OFCS
OMA
OTA
OTT
P-GW
PAM
PCRF
PDN
PDP
PLC
PLMN
PoA
PON
PS
QoS
RAN
RAU
Rel

Location Area Update
Long Term Evolution (4G radio in 3GPP, general term for 3GPP defined 4G)
Machine to Machine communication
Mobile Application Part
Mobility Management
Mobility Management Entity
Mobile Network Operator
Multiprotocol Label Switching
MPLS Transport Profile
Mobile Subscriber ISDN Number
Mobile Originated (e.g. in MO-SMS)
Mobile Terminated (e.g. in MT-SMS)
Machine Type Communication
Machine-Type and other mobile data applications Communications
Enhancements
Non-Access Stratum
National Institute for Standards and Technologies
Network Improvements for Machine Type Communication
Network Mode of Operation
Network Service Capabilities Layer
Operations, Administration & Maintenance
Online Charging System
Offline Charging System
Open Mobile Alliance
Over The air Activation
Over The Top
Packet Data Network Gateway (PDN-GW, PGW)
Priority Alarm Message
Policy and Charging Rules Function
Packet Data Network
Packet Data Protocol
Power Line Carrier
Public Land Mobile Network
Point of Attachment
Passive Optical Network
Packet Switched
Quality of Service
Radio Access Network
Routing Area Update
Release
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RESTful
RPL
SAE
SC
SCL
SCS
SDO
SDP
SG
SG-CG
SGAM
SGEM
SGSN
SGW
SIMTC
SIP
SLA
SM
SMCG
SMS
SMSC
TAU
TC
TIA
TP
TR
TS
TTA
TTC
UICC
UE
UL
URN
URI
USIM
UTRAN
VPLMN
WAN
WG
WCDMA

protocol following Representational State Transfer (REST) principles
Routing Protocol for Low power and lossy networks (LLN)
System Architecture Evolution (4G system and CN in 3GPP)
Steering Committee
Service Capability Layer
Services Capability Server
Standard Developing Organization
Service Delivery Platform
Smart Grid
Smart Grids Coordination Groups
Smart Grid Architecture Model
Smart Grids and Energy Markets
Serving GPRS Support Node
Serving Gateway (S-GW)
System Improvements for Machine Type Communication
Session Initiation Protocol
Service Level Agreement
Session Management
Smart Meters Co-ordination Group
Short Message Service (a.k.a. text message)
Short Message Service Center
Tracking Area Update
Technical Committee
Telecommunications Industry Association
Technical Plenary
Technical Report
Technical Standard
Telecommunications Technology Association
Telecommunication Technology Committee
Universal Integrated Circuit Card
User Equipment (a.k.a. the terminal device)
Up Link
Uniform Resource Name
Uniform Resource Identifier
Universal Subscriber Identity Module
Universal Terrestrial Radio Access Network
Visited Public Land Mobile Network (visited network)
Wide Area Network
Working Group
Wideband Code Division Multiple Access
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WiMAX

Worldwide Interoperability for Microwave Access
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3 Introduction
Smart Grid with its diverse communication requirements has been one of the key drivers for
development of M2M technologies. The different Smart Grid use cases have been studied, and
requirements have been drawn to be the basis of M2M standards. There are many ways of
providing M2M services, and in the earlier work for SGEM, we studied the architectural alternatives
[SGEM_M2MArch]. Different alternatives were introduced by fitting different M2M technology
components together, and the most prominent and versatile architecture alternative was also
presented for one example use case - Smart Metering.
Since the set of Smart Grid communication use cases is so versatile, it is fair to say that Smart
Grid would be benefitting from most if not all M2M features that will be made available. Many of the
most critical communication capabilities come from the layers below the IP connectivity layer, e.g.
the 3GPP network layer, and not from the M2M Service Enablement Layer. NSN has a key role in
the related standardization in 3GPP, and we provide here a presentation of what the latest
developments in 3GPP for M2M. To get a wider view of M2M technology suitability for Smart Grid
in general, this phase of the study has focused in analyzing these capabilities in general.
The situation in the M2M Service Enablement Platform standardization has also evolved, and we
also cover the latest situation there.
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4 Communication and Networking Technologies for Smart Grid
4.1

CEN-CENELC-ETSI SG-CG

Communication has been in key role in Smart Grid concept development work as well as Smart
Grid related standardization, and at least part of this communication can be done with M2M
technologies. CEN-CENELEC-ETSI Smart Grids Coordination Group, which is responsible for
coordinating European Smart Grid standards (see further introduction to the purpose of the group
in [SGEM_SGstandards]), has studied the role of communication in Smart Grid extensively. They
have analyzed the main Smart Grid communication use cases against known communication
technologies for the purpose of finding out if there are any immediate gaps in these standards. The
main finding in that is that there are no gaps, but rather it would be very important to define
communication profiles, which would define in a clear way how the existing communication
technologies can be used. For the purpose of understanding how 3GPP defined Mobile Broadband
technologies enhanced with M2M capabilities would generally fit to the use in the Smart Grid, we
introduce here the main concepts and findings from CEN-CENELEC-ETSI Smart Grids
Coordination Groups (SG-CG) Architecture work.
CEN-CENELEC-ETSI Smart Grids Coordination Group presents a Smart Grid reference model,
see Figure 1, which shows that there are quite a few communication links, and the distribution of
electricity is in much smaller role. The data to be communicated, and the logic of producing and
intelligent utilization of the data throughout the system in smart way is the new aspect brought in by
Smart Grid, and the distribution of electricity mostly takes place over existing infrastructure.

Figure 1: NIST Smart Grid Model with EU extensions [SG-CGRefArch]
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The role of communication in Smart Grid is further elaborated in Communication Architecture
defined by CEN-CENELEC-ETSI Smart Grids Coordination Group [SG-CGComArch]. Figure 2
shows communication as a layer just above the Component Layer, which consists of the physical
devices of Smart Grid. In addition to communication between devices in the Component Layer,
also communication between the layers will be needed. The Smart Grid Components will be
physically distributed throughout the Smart Grid, creating varying communication needs.

Figure 2: Smart Grid Framework Architecture Model [SG-CGComArch]

Communication in different areas and for different purposes can be viewed to form separate logical
networks. [SG-CGComArch] identifies 13 different types of networks:
 Subscriber Access Network
 Neighborhood network
 Field Area Network
 Low-end intra-substation network
 Intra-substation network
 Inter substation network
 Intra-Control Centre / Intra-Data Centre network
 Enterprise Network
 Balancing Network
 Interchange network
 Trans-Regional / Trans-National network
 Wide and Metropolitan Area Network
 Industrial Fieldbus Area Network
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The applicability of communication and networking technologies can be evaluated on these
groups. SA-CG has analyzed the use of 21 common communication and networking technologies
for applicability of Smart Grid use in the listed network types. The common nominator for each area
is that they are capable of transporting IP traffic, and it is assumed that IP is used in all use cases.
The analysis is therefore for layer below IP. The outcome is shown in Table 1. The SG-CG calls
this an applicability statement, which gives an indication about the suitability of the technology, but
is not a binding recommendation. The final choice of technology is left for implementation.

Table 1: Applicability statement of the communication technologies to the smart grid subnetworks, with 3GPP technologies highlighted

The surrounded area in Table 1 shows the 3GPP Mobile Broadband technologies, and indicates
that with the exception of Intra-substation and Industrial Fieldbus networks, it is anticipated that
they can be used for Smart Grid Communication. In the further sections we look at the situation
from the Mobile Broadband technology standards point of view, and provide an overview on the
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new M2M capabilities that could be used to fulfill the needs of the above mentioned communication
needs.
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5 3GPP M2M technologies

5.1

Use cases and requirements

3GPP uses term "Machine type communication (MTC)" to denote what is generally known as
Machine-to-Machine (M2M) communication, and views it as a form of data communication that
involves one or more entities that do not need human interaction. It is the automatic information
exchange between various kinds of devices integrating information and communication
technologies, forming the “Internet of Things”. Machine type communication is different from
current mobile network communication services as it could mean communication amongst a very
large number of terminals but little traffic per terminal/device and similar or even identical traffic
characteristics or behavior of a large number of terminals, e.g. all smart meters in a certain area
attach to the network nearly at the same time and sending data to the network. MTC devices are
usually communicating with a MTC server in the network (e.g. in the Internet) but in certain use
cases also amongst each other, possibly via special MTC gateways. MTC devices and gateways
build so-called capillary networks.
M2M service providers are already using transport capabilities like SMS and national/international
coverage provided by wireless network operators. As a value-add to M2M service providers,
Mobile Network Operators (MNO) may also provide capabilities for remote triggering and
configuration of devices and smart cards. In the future MNOs are seeking to strengthen their role in
the M2M value chain by deploying MTC Service Delivery Platforms (SDP). Such an SDP provides
open or proprietary APIs on the northbound interface to the M2M service provider and interacts
with the mobile network on the southbound interface in various ways (SMS, access to subscriber
data or IMS based services). Charging and security functions, remote configuration of devices and
smart cards, monitoring, triggering and addressing of MTC devices are some of the functions an
SDP can provide. It is even possible that the user plane is traversing the SDP in order to have full
control over the data traffic. In some deployment scenarios, 3GPP defined IP Multimedia SubSystem (IMS) may be used as such a platform. The architecture and protocols defined by ETSI TC
M2M is another alternative for SDP.
M2M communication shows a huge diversity in the type of services, traffic characteristics and
requirements regarding availability, reliability or bandwidth. It is noteworthy that more and more
smart phone Apps can be seen as M2M applications as well, e.g. Apps to remotely control devices
at home like the refrigerator, security system and thermostat. The following non-exhaustive list of
M2M applications gives a first impression how widely applicable they are from 3GPP development
point of view:
 Utility meters: electricity, water and gas meters
 Vending machines: monitoring potential faults, cashless payment, applying smart tariffs
 Automotive: fleet management, smart traffic, real time traffic information to the vehicle
 Security alerting and reporting: intelligent monitoring and control of buildings, people
tracking
 Medical metering and alerting: vital body functions that are supervised remotely
 Connected devices: E-book reader, GPS navigation, digital cameras
Due to the huge number of machines resulting in high signaling load while ARPD (average
revenue per device) of machines is rather low, MNOs are looking for ways to increase revenue
with M2M applications by limiting the network resources allocated for M2M devices and optimizing
network procedures for special use cases (e.g. reduced mobility for fixed smart meters or
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optimizing the transport facilities for small amount of data). In some countries like the United States
shortage of E.164 numbers is an additional driver for optimizations and improvements in mobile
networks. Such improvements may be provided by the home and visited mobile network operator.
The number of MTC devices can be several orders of magnitude greater than the number of
“traditional” devices. A service optimized for machine type communications differs very much from
a service optimized for Human-to-Human communications, not only because of the huge number
of such devices but also because communication is controlled by identical software installed and
running on MTC devices. By leveraging connectivity, M2M communication enables machines to
communicate directly with each other. In doing so, M2M communication has the potential to
radically change the world around us and the way we interact with machines.
3GPP standardization work for any new major functionality starts from studying and documenting
the requirements, which are also called stage 1 specifications. For M2M, the identified
requirements are documented in the stage 1 specification on Machine Type Communications
[3GPP TS 22.368]. They are divided into common and specific service requirements.
Common service requirements include:
 Congestion and overload control for MTC devices: identify and control by certain means
MTC traffic in case of congestion and overload
 MTC device triggering: network shall be able to trigger devices to initiate communication
with the server
 Addressing and Identifiers: Ipv4/Ipv6 addresses and identifiers not based on MSISDN have
to be supported
 Charging requirements: optimizations for charging data collection of groups of MTC devices
 Security requirements: no degradation of security for MTC devices when compared to nonMTC devices
 Remote MTC device management: management of MTC Devices should use existing
mechanisms like OMA DM or OTA
Specific service requirements for certain MTC features:
 Low Mobility: improvements for devices not frequently moving
 Time Controlled: device shall connect only in a defined time period
 Time Tolerant: device can delay sending data based on network load
 Packet Switched (PS) Only: no unique MSISDN assigned per user
 Small Data Transmissions: device is sending only small amount of data
 Mobile Originated Only: device only utilizes mobile originated communications
 Infrequent Mobile Terminated: device mainly utilizes mobile originated communications
 MTC Monitoring: monitoring for certain events like change of location or loss of connectivity
 Priority Alarm Message (PAM): device issues a priority alarm in certain events, e.g. theft
 Secure Connection: device requires a secure connection to the server
 Location Specific Trigger: device is triggered when it is known to be in a particular area
 Network Provided Destination for Uplink Data: data from a device have to be directed to a
specific network provided destination IP address
 Infrequent Transmission: device sends or receives data only infrequently
 Group Based MTC Features: features like group based policing or group based charging
Most if not all of the above mentioned requirements are applicable for communication in many
Smart Grid use cases. The requirements are used to develop the stage 2 and stage 3
specifications, which respectively define the overall functionality, and protocols needed for a given
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feature. Sections 5.3 through 5.4 describe the details of the features standardized based on these
use cases and requirements.

5.2

3GPP M2M Functionality

3GPP standards area published in releases. The normative standards carry the name Technical
Standard (TS), whereas the studies that were made beforehand are published as Technical
Reports (TR). Functionality that is specifically developed for M2M was first introduced in Rel-10,
and the work has continued in Rel-11 and Rel-12. Figure 3 shows the main components of 3GPP
M2M work in these releases.

SIMTC

•Rel-10:
•Mobility Management
congestion control
•Session Management
congestion control
•GERAN overload (EAB)
•Signaling Reduction

NIMTC

•Rel-11:
•Device Triggering
•PS only
•MSISDN-less
•Addressing
•External Identifiers
•EAB for E-UTRAN, UTRAN

•Rel-12 (subject to change):
•Device triggering (e.g. T5)
•Small data transmission
•Group device triggering and
other group features (charging)
•Low power consumption
•Monitoring

MTCe

Figure 3: M2M in 3GPP Releases 10, 11 and 12

In the Rel-10 timeframe, 3GPP studied a number of M2M application scenarios to define a set of
requirements for 3GPP network improvements that support Machine-Type Communications (MTC)
under the umbrella of the feature “Network Improvements for Machine Type Communication
(NIMTC)”. The objective was to identify improvements required to support a large number of MTC
devices in the network and to provide necessary network enablers for MTC communication
services. Specifically, transport services for MTC as provided by the 3GPP system and the related
optimizations are being considered as well as aspects needed to ensure that data and signaling
traffic related to MTC devices does not cause network congestion or system overload.
In the Release 11 timeframe, 3GPP continued to work on solutions for the most important features
such as device triggering, PS only subscription and also addressed the problem faced by operators
due to E.164 number shortage under the feature “System Improvements for Machine Type
Communication (SIMTC)”. 3GPP mainly introduced an Interworking Function called MTC-IWF in
the architecture for service providers to interconnect with the mobile operator network to enable
control plane device triggering, identifier translation and potentially other features in the future.
Extended Access Barring (EAB) was enhanced for E-UTRAN and UTRAN.
Release 11 is the most current 3GPP release, which is now frozen, except for some smaller
protocol details that are to be completed during the first part of year 2013. Some MTC work
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continues also in Release 12, which has started recently in many 3GPP working groups, but is still
not completed in any part. The timeline of 3GPP work is shown in Figure 4.

2009
#43 #44

2010

#45 #46 #47 #48

2011

2012

2013

2014

#49 #50 #51 #52 #53 #54 #55 #56 #57 #58 #59 #60 #61 #62 #63 #64

Stage 1

Stage 2

Stage 2

Stage 3

Stage 3

Release 10

#66

Stage 1

Stage 1

Stage 2

#65

Release 11

Stage 3

Release 12
(end dates t.b.c.)

Figure 4: 3GPP timeline for MTC work

The following sections 5.3 through 5.4 describe the main 3GPP defined M2M functionality in more
detail in each release.

5.3

M2M Features in 3GPP Release 10

Considering that existing mobile networks experienced congestion and overload caused by high
signaling load from M2M applications, overload and congestion control was considered with high
priority in 3GPP during Rel-10. Due to time constraints, and the develop time for different features,
Congestion Control was the only feature that led to normative changes in Rel-10 Technical
Specifications (see e.g. [3GPP TS 23.060] for changes in 2G/3G and [3GPP TS 23.401] for
changes in Evolved Packet Core (EPC)) after solutions were studied in [3GPP TR 23.888].
5.3.1 MTC Congestion Control
A set of functions have been specified to address congestion control. It includes the following:
 Introduction of low priority access / delay tolerant access indicator for NAS/AS signaling
and charging: ability for the operator to configure certain devices with low priority access;
 Mobility Management (MM) congestion control: ability to reject a device with a MM specific
back-off timer based on congestion in the MME/SGSN;
 Session Management (SM) congestion control: ability to reject a device with a SM specific
back-off timer based on congestion in the P-GW/GGSN;
 Congestion control for specific (MTC-)APNs (i.e. subscribed APN) in MME/SGSN: ability for
the operator to configure the MME/SGSN with a subscribed APN that is congested;
 Connection reject on AS with extended wait timer to avoid immediate re-connections: ability
for the eNB to reject low priority (referred to as ‘delay tolerant’) devices with an extended
wait timer;
 Throttling downlink data notification: ability for the MME/SGSN to reject downlink data
notification requests to avoid paging during congestion;
 Long periodic TAU/RAU/LAU timers: ability for the operator to configure longer periodic
timer values for certain devices to reduce signaling;
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Devices configured to use NMO I: ability for the operator to configure devices to allow
parallel paging in CS/PS;
 Devices configured to attach with IMSI: ability for the operator to configure devices to
provide IMSI when it performs attach from a new PLMN that is not in the equivalent PLMN
list (list of PLMNs that are treated like the registered PLMN);
 Devices configured to use minimum periodic search time: ability for the operator to
configure certain devices with a minimum search time to reduce PLMN search frequency;
and
 Extended Access Barring (EAB) for MTC devices using GERAN access (UTRAN and EUTRAN followed in Rel-11): ability to bar certain devices from accessing the network due to
RAN or CN overload.
Terminals considered as MTC devices can be configured in Rel-10 with a so-called “low access
priority indicator” (LAPI) during manufacturing or by performing device management via OMA DM
and OTA after they are first powered up in live network. This indicator is sent by the UE to the
network so that RAN and CN can take it into account in case of congestion or overload situations
(e.g. reject a higher percentage of connection requests coming from low access priority devices).
The full range of MTC congestion and overload control means becomes available when terminals
are configured for use of “low priority access”. If the priority of a device is changed during its
lifetime, new PDN connections that are established will take the new value of the priority indicator
into account. Devices accessing the network with access classes 11 – 15 and accessing the
network for emergency services are in general exempted from congestion and overload control
procedures. EAB allows barring of certain types of devices (configured for EAB) and devices
roaming-in from foreign networks (not the HPLMN and not an EHPLMN). Some of these
functionalities are also available for terminals that are not specifically considered as low priority
access terminals (e.g. smart phones). Furthermore, some already deployed M2M devices are
generally using “normal” access (i.e. do not provide the low priority access indicator). The
architecture for Congestion and Overload Control is shown in Figure 5 below.

• Charging for low
priority users

• Subscribed APN
• Extended Periodic timer
Feature configuration
• Low Priority
• EAB
• Background PLMN search
timer
• Attach With IMSI
• NMO I

OCS/OFCS

HSS

MTC Server

• Subscribed / specific
APN rejection
• SGSN/MME specific
rejection
2G/
3G/
HSPA+/
LTE

Device

MME/
SGSN

S-GW

• APN specific rejection
e.g. due to MTC server
overload
GGSN/
P-GW

Service Profile

Reject Indication and back off time

Figure 5: Congestion and Overload Control Architecture
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The congestion and overload control functions affect the overall system. Thus specification of this
feature implied considerable efforts. Therefore all other MTC features which were developed in
parallel but not competed in time were moved to the following release(s).

5.4

MTC Feature work in 3GPP Release 11

The second step of improvements was developed for MTC devices in Rel-11. This work is covered
by the Rel-11 feature “System Improvements for Machine Type Communication (SIMTC)”.
Considering the number of MTC features in the set of service requirements, the feature work was
prioritized. Following are the main features introduced as part of this work and documented in
[3GPP TS 23.682]:
 Enhanced architecture including new functional entities called MTC Interworking Function
(MTC-IWF) and MTC-AAA
 Identifiers (MSISDN-less) – Usage of Internet-like identifiers external interface between
PLMN and service provider domain to replace MSISDN
 Addressing – IPv6 was recommended for usage with MTC devices
 Device Triggering – MT-SMS with a standardized interface to the SMSC
 Optimizations for devices with PS only subscription
 Dual-priority devices – certain applications can override low access priority configuration
 EAB for E-UTRAN and UTRAN
These and some other MTC features are described in sections 5.4.1 through 5.4.12 below. In
some cases the feature could not be completed entirely within the Release 11 deadline, and
continues in Release 12. List of the continued work is provided in section 5.5.
5.4.1 MTC Architecture
3GPP mainly introduced a new interworking function MTC-IWF in the architecture (shown in Figure
6) for service providers to interconnect with the mobile operator network to enable control plane
device triggering, identifier translation and other features in the future. The end-to-end
communication between the MTC application in the UE and the MTC application in the service
domain may use services provided by the 3GPP system, and optionally services provided by a
Services Capability Server (SCS). The MTC Application in the external network is typically hosted
by an Application Server (AS). The SCS can be located in the service provider domain (as shown
in the figure below) or by the MNO as a kind of Service Delivery Platform. In the latter scenario the
SCS can implement charging and security functions.
While the MTC-IWF serves as first contact point for requests coming from the SCS and provides
security, charging and identifier translation (external to internal identifier) at the ingress of the
PLMN, the newly introduced MTC-AAA function translates the internal identifier (IMSI) at the
network egress to the external identifier(s) before forwarding AAA requests to an AAA server in the
service domain (thus avoid exposing IMSI outside the MNO domain). MTC-IWF receives a device
trigger request from the SCS over the Tsp interface and forwards it to the SMSC over T4 interface.
It receives subscription data including the IMSI from the HSS via S6m and provides charging
events via the existing interfaces Rf/Ga to the Charging Data Function (CDF)/Charging Gateway
Function (CGF). MTC-AAA can work in server or proxy mode and has interfaces to the PGW/GGSN (Gi/SGi) where AAA requests originate from, HSS (S6n) to retrieve external identifier(s)
for a given IMSI and external AAA servers.
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Figure 6: MTC Architecture
Different deployment models are possible for machine type communication allowing support of
different service level agreements between MNO and service provider:
 Direct Model: The AS connects directly to the operator network in order to perform direct
user plane communication with the UE without the use of any SCS; this allows for simple
implementation of OTT (over-the-top) applications; OTT deployments are transparent to the
PLMN;
 Indirect Model: The AS connects indirectly to the operator network through the services of a
SCS in order to perform indirect user plane communication with the UE and to utilize
additional value added services (e.g. control plane device triggering). The SCS is either:
o MTC Service Provider controlled: The SCS is an entity outside of the operator
domain and Tsp is an external interface (i.e. to a third party MTC Service Provider);
or
o 3GPP network operator controlled: The SCS is an entity inside the operator domain
and Tsp is an internal interface to the PLMN;
 Hybrid Model: The AS uses the direct and indirect models simultaneously in order to
connect directly to the operator's network to perform direct user plane communication with
the UE while also using SCS based services. From the 3GPP network perspective, the
direct user plane communication from the AS and any value added control plane related
communication from the SCS are independent and have no correlation to each other even
though they may be servicing the same MTC Application hosted by the AS.
Since different models are not mutually exclusive, but just complementary, it is possible for a 3GPP
operator to combine them for different applications. This may include a combination of both MTC
Service Provider and 3GPP network operator controlled SCSs communicating with the same
PLMN.
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5.4.2 Identifiers
As mentioned earlier, shortage of E.164 numbers, i.e. the regular phone numbers, is an additional
driver for optimizations and improvements in mobile networks. This urged the need to define
Internet-like identifiers such as Fully Qualified Domain Names (FQDN), Uniform Resource Names
(URN) or Uniform Resource Identifiers (URI) for subscriptions without MSISDN, which is the
representation of E.164 number in 3GPP mobile networks. Identifiers like MSISDN are referred to
as external identifiers since they are used to address 3GPP network subscribers from outside the
domain of 3GPP defined mobile networks.
International Mobile Subscription Identifier (IMSI) is the internal identifier of a subscription within
the 3GPP mobile networks. One IMSI may have one or more external identifier(s) that are stored in
the HSS. Rationale behind one - to - many mapping is twofold. A single device may have several
applications running on the device and each application may use its own external identifier.
Alternatively, a single device may have subscriptions with several service providers for different
applications and each service provider may assign its own external identifier. Although this
approach provides more flexibility for deployments, it comes with some drawbacks. At the border
between PLMN and service domain external identifiers are used and the PLMN translates them to
one internal identifier like the IMSI for usage within the core network. Reverse mapping (e.g. for
MO-SMS, at Gi/SGi interface) from internal to external identifier may then cause issues in terms of
uniqueness of the reverse translation. Choosing the correct external identifier in such scenarios
have not been resolved in release 11 timeframe thus caution needs to be taken when assigning
multiple external identifiers to a single subscription identified by IMSI.
The External Identifier shall be globally unique and has the following components:
 Domain Identifier: identifies a domain that is under the control of Mobile Network Operator
(MNO), i.e. SCS/AS use domain identifier to determine the correct MTC-IWF.


Local Identifier: used to derive and obtain the IMSI. It shall be unique within the applicable
domain and is managed by the Mobile Network Operator.

External identifier will have the form of a NAI, i.e. username@realm, as specified in clause 2.1 of
[IETF RFC 4282]. The username part format of the External Identifier shall contain a Local
Identifier. The realm part format of the External Identifier shall contain a Domain Identifier. As a
result, external identifier will have the form “<Local Identifier>@<Domain Identifier>”. This will
mainly be used at Tsp, S6m, S6n, T4, Rf/Ga interfaces. External Identifier is not visible in the
MME/SGSN/P-GW/GGSN mainly to avoid impacts to GTP signaling messages.
5.4.3 Addressing
To cope with the potentially very huge number of machines connecting to the network IPv6 is
recommended as preferred addressing format for devices subscribed for machine type
communication. For details on IP addressing principles and solutions for different scenarios, refer
to [3GPP TS 23.221].
The IP address allocation for MTC UEs is done in the same way as for any other UE type, and it is
allocated and taken into use when the UE connects to 3GPP network. The UE performs address
allocation procedure for at least one IP address (either IPv4 address or IPv6 prefix) after the
default bearer activation if no IPv4 address is allocated during the default bearer activation. This is
also used for the dedicated bearers within the same PDN connection. IP address can be allocated
using one of the following 3 ways:
1. The HPLMN allocates the IP address to the UE when the default bearer is activated. This
may be a dynamic or a static HPLMN address.
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2. The VPLMN allocates the IP address to the UE when the default bearer is activated. This is
a dynamic VPLMN address
3. The PDN operator or administrator allocates an IP address to the UE when the default
bearer is activated.
HPLMN operator determines and defines in the subscription data whether a dynamic HPLMN or
VPLMN address should be used.
IP address allocation for PDN connections, which are activated by the UE requested PDN
connectivity procedure, is handled with the same set of mechanisms as those used within the
Attach procedure. PDN types IPv4, IPv6 and IPv4v6 are supported. UE sets the PDN type based
on its capabilities. When the IP version capability of the UE is unknown in the UE, it requests for
PDN type IPv4v6. HSS stores one or more PDN types per APN in the subscription data. During the
Attach or UE requested PDN connectivity procedure, the MME compares the requested PDN type
with the PDN type in the subscription records for the given APN and sets the PDN type
accordingly. Further P-GW may restrict the usage of PDN type IPv4v6 based on P-GW operator
preferences.
DHCPv4 or 3GPP signaling during PDN connection establishment is used to deliver an IPv4
address to the UE. A 64-bit long globally unique IPv6 prefix is assigned to UEs via IPv6 stateless
address autoconfiguration for PDN types IPv6 and IPv4v6. The IPv6 prefixes are not shared
among UEs. UEs generate the fully globally unique IPv6 address by adding an arbitrary 64-bit long
interface identifier to the assigned prefix. From Rel-10 onwards it is possible to assign shorter
prefixes to UEs using DHCPv6 prefix delegation.
5.4.4 Device Triggering
Device Triggering is a feature meant to trigger MTC devices in attached state, with and without an
existing PDP/PDN connection. In current deployments SMS is used to trigger attached devices but
this requires a MSISDN allocated to each MTC subscription. As MSISDN ranges are limited in
some regions (e.g. in the US and China) it is required to look for solutions that do not need a
unique MSISDN per MTC user. In addition, solutions that are using Internet-like identifiers like NAI
are more flexible as Mobile Network Operator and MTC service provider can allocate such
identifiers freely on a per need basis. It has to be noted that devices with an established PDP/PDN
connection (e.g. all devices attached to SAE/LTE) can register their IP address over-the-top at the
Application Server by application layer means. Thus, the server can trigger the device by sending
an application layer trigger request over the user plane without the need to use 3GPP network
capabilities. However, when the SCS requests the 3GPP network to trigger a MTC device it can
provide the appropriate identifier in the request and the network has to translate this external
identifier into an internal one (the IMSI) that can be used to trigger the device. The device could be
triggered by different means such as SMS, Cell Broadcast messages, SIP messages (Instant
Messaging or SMS over IP), or via some new path traversing the MME/SGSN and/or HSS/HLR
(e.g. using HTTP, DIAMETER/MAP and NAS as transport means). However, in release 11 SMS is
the only standardized mechanism that has been adopted for device triggering. Cell broadcast
messages are used by some operators for triggering groups of devices, but this is a proprietary
solution. The external identifier has to be stored in the HSS/HLR in order to allow the 3GPP
network to translate the external request coming from the SCS into an internal trigger request
using the proper internal identifier. One device may be assigned multiple external identifiers thus
the HSS/HLR needs to store one IMSI with many external identifiers. Figure 6 shows the MTC
architecture for device triggering with the interface Tsp (sp = service provider) between SCS and
3GPP network. Tsp is used by the SCS to send a trigger request to the PLMN using the External
Identifier to identify the target device. Tsp is based on DIAMETER and terminates at the MTC
Interworking Function (MTC-IWF) within the PLMN. The MTC-IWF sends the trigger request to the
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SMSC using the new T4 interface, which is also based on DIAMETER and described in [3GPP TS
29.337]. Device triggering over Tsp/T4 is the only standardized method for triggering in release 11.
Alternative solutions for triggering may be specified in the release 12 time frame. Optionally the
SCS/AS can also send device trigger SMS via the Tsms interface to the SMSC. Tsms is the
existing legacy interface between a Short Message Entity (SME), e.g. the SCS/AS and the Short
Message Service Center (SMSC) to send and receive short messages.
5.4.5 PS-only Service Provision
PS-only service provision is providing a UE with all subscribed services via PS domain. PS-only
service provision implies a subscription that allows only for services exclusively provided by the PS
domain, i.e. packet bearer services and SMS. Support of SMS via PS domain NAS is a network
deployment option and may depend also on roaming agreements. Therefore, a subscription
intended for PS-only service provision may allow also for SMS services via CS domain to provide a
UE with SMS services in situations when serving node or network doesn't support SMS via the PS
domain. The functionality that enables PS-only service provision is described in [3GPP TS 23.060]
and [3GPP TS 23.272].
5.4.6 Dual Priority Devices
As mentioned above, low priority access configuration was introduced in release 10 to aid with
congestion and overload control when millions of M2M devices are trying to connect to the
network. There may however be circumstances when such devices need to access the network for
higher priority services. Following are some example scenarios:
 Electricity meters sending a daily report (of the per hour usage) can send this as ‘low
priority’, but, may want to send an alarm without ‘low priority’, if the meter is being tampered
with or is being vandalized.
 A road temperature sensor could send daily “I’m still working” reports using ‘low priority’,
but, when the temperature falls to sub-zero immediately send a warning to the control
centre without ‘low priority’.
 A M2M module which hosts multiple hybrid applications; the room temperature application
always requires data transmission using ‘low priority’ and video streaming application
requires data transmission without using ‘low priority’.
As a result, it is possible that an application overrides the ‘default low priority’ setting on rare
occasions for establishing normal connections. To accomplish this, a new configuration parameter
called ‘override low priority access’ was introduced. Devices with both low priority access and
override low priority access configurations are considered to be dual priority devices. Override low
priority access indicates to the UE that an application is allowed to connect to the network without
setting the low priority indicator (e.g. in PDN connection request messages). PDN connections
marked as low priority and not marked as low priority may co-exist. When the UE has PDN
connections established with low priority and without low priority, it is allowed to establish mobility
management procedure and RRC connections without low priority / delay tolerant indicator.
5.4.7 Extended Access Barring
Extended Access Barring (EAB) is a mechanism to restrict network access for low priority devices.
This is activated by the Radio Access Network. A network operator can restrict network access for
UE(s) configured for EAB in addition to the common access control and domain specific access
control. The UE can be configured for EAB in the USIM or in the ME. When EAB is activated in the
radio base station (e.g. via OA&M) and UE is configured for EAB, it is not allowed to access the
network. When the UE is accessing the network with a special access class (AC 11 – 15) and that
special access class is not barred, the UE can ignore EAB. Also, if it is initiating an emergency call
and emergency call is allowed in the cell, it can ignore EAB. UE is also allowed to respond to
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paging when barring is active and this is under the assumption that the network will initiate paging
only when there is no more congestion. EAB functionality is illustrated in Figure 7.
Per-PLMN EAB parameters (in NEW SIB):
• Per-AC indication (10-bit) + category
indication (2-bit) for PLMN_A
• Per-AC indication (10-bit) + category
indication (2-bit) for PLMN_B

MME1
(Operator-A)

• NAS indicates EAB applicability to AS.

MME2
(Operator-B)

eNB

UE

• EAB not applied to Emergency Calls
and mobile-terminating calls

NAS
EAB applicability

• Handles EAB
• Determines EAB Category

AS

Figure 7: Extended Access Barring
Dual priority devices may also be configured with override EAB configuration. If the UE is
configured to override EAB, then it is indicates to the UE that when normal priority PDN
connections are active, it is allowed to override EAB.

5.4.8 MTC Group
MTC group is intended for use with MTC devices that can easily be grouped to enable optimization
of network resource usage. A group of devices could be defined by the network operator or based
on agreements between the service provider and the operator. It is defined at the time of
subscription and is identified by a Group ID; the Group ID is expected to be unique within the
PLMN.
Currently it is assumed that devices that have the following characteristics could form a group:
 have the same home PLMN;
 are subscribed for same or similar applications regarding QoS/Policy rules and general
traffic characteristics (e.g. amount of data exchanged, data sent only at certain times).
One of the main drivers behind group features is group based messaging. This enables both
service provider and operator to initiate triggering / messaging towards all devices of the group at
once in order to save radio resources and signaling within the core network.
Grouping of devices could have effects on the way how these devices authenticate towards the
network, are attached or detached and how bearers and what kind of bearers (e.g. group bearers
with a defined maximum bit rate for the whole group) are maintained. In addition, offline charging
for groups of devices should be optimized, e.g. to reduce the amount of generated Charging Data
Records (CDR) and allow the pre-collection of charging events into ‘group’ CDR.
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5.4.9 Small Data Transmission for MTC Devices
This feature is intended for use with MTC devices that need to transmit and receive only small
amount of data. Devices are currently known to transmit small data either using SMS or over the
user plane. Rationale for this feature is to study alternative solutions that can be deployed in a PS
only network, optimize use of network resources and speed up sending data.
5.4.10 Small Data Transmission for Smart Phones
Due to the proliferation of smart phones, operators are increasingly faced with different challenges
posed by diverse applications running in such devices. Many wireless data applications (e.g. social
networking applications such as Face book, Twitter, Skype) are characterized by transmission of
small data packets (i.e. in terms of packet size) in the UL and DL. Small data transmission may
occur between the network and the UE frequently, if many of these mobile data applications run
concurrently on a UE, causing the UE to transition frequently between idle and connected state if
the UE is sent to idle mode soon after the transmission of small data is complete. If the UE is kept
in connected mode for an extended duration, this can cause excessive signaling and negatively
impact UE power consumption.
In short, such frequent transmissions can have the following adverse effects on the network and
the UE:
 Increased control plane signaling in RAN (Radio Access Network) and CN (Core Network).
 Increased UE battery consumption.
This work in 3GPP aims at identifying mechanisms that help with signaling reduction at the same
time ensuring battery consumption is not negatively impacted.
5.4.11 MTC Monitoring
This feature is intended to monitor MTC device related events; mainly to address the needs of
devices deployed in locations with high risk of vandalism or theft.
The feature includes event detection and reporting to the MTC service provider. Possible detection
and reporting points in the network are HSS, SGSN/MME, GGSN/P-GW and PCRF (see Figure 8
below). The reference point Tsp as described in section 5.4.2 can also be used for event reporting
to the SCS/AS. If detection and reporting points are different, detected events have to be sent from
one entity to the other, e.g. from SGSN/MME to GGSN/P-GW via GTP-C or a new protocol.
Optionally default actions stored in the HSS per user like sending an alarm message or detach the
device can be taken when an event is detected.
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Figure 8: MTC monitoring architecture
Following are sample monitoring events:
 Device behavior not aligned with the activated MTC feature(s) (e.g. device is transmitting
data outside an allowed time period or a low mobility device is moving very frequently);
 Change in point of attachment (PoA) (e.g. a gas meter is removed);
 Change of association between UE and UICC (e.g. UICC is stolen);
 Loss of connectivity to the network.
MTC service provider and network operator could define the type of events that should be detected
and the action that should be taken by the network. Such agreements are usually fixed in Service
Level Agreements (SLA).
5.4.12 Low Power Consumption
Power consumption is important for UEs using battery; also for UEs using external power supply its
importance increases with the continued need for energy saving. The importance can be illustrated
by following scenarios:
 For M2M use cases like sensors that run on battery it is a major cost issue to change (or
charge) the batteries for a large amount of devices on site and the battery lifetime may
even determine the device’s lifetime, if it is not foreseen to be possible to charge or replace
the battery;
 Considerable number of applications (e.g. mobile data applications or MTC applications)
show communication patterns for which the 3GPP system could be optimized to provide
services with the need for less UE power consumption, e.g. for mobile data applications the
frequent communication with the network currently causes battery drain.
The major concern is that if dramatic reduction of battery consumption cannot be achieved when
using 3GPP access, M2M devices like smart meters may continue to use other access
technologies.
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5.5

MTC Features in 3GPP Release 12

Third release of improvements is being developed for MTC devices and mobile data applications
running in smart phones. This work is covered by the Rel-12 feature “Machine-Type and other
mobile data applications Communications Enhancements (MTCe)”. The development of all of
these features started already during Rel-11 timeframe, and the essential content of these features
were described in section 5.4. In Rel-12, five main building blocks or features are being considered
as part of this work and documented in [3GPP TR 23.887]. They may be prioritized due to time
crunch and parallel work, meaning some of this work might not be completed for Rel-12.
 Small Data transmission (infrequent and frequent)
 Device Triggering enhancements
 Group based features (especially group based charging, policing and messaging)
 Monitoring enhancements
 UE power consumption optimizations.
All of Rel-12 work is still incomplete, and the release is expected to close earliest at the end of
2013 or early 2014. The list of features to be finally included in Rel-12 will also be dependent on
future work prioritization discussions in 3GPP.
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6 ETSI and OneM2M
6.1

ETSI TC M2M

ETSI Technical Committee Machine-to-Machine (TC M2M) has developed standards for M2M
communications, providing an E2E view of M2M architecture and services so that it will enable the
integration of multiple vertical M2M applications. The main goal is to overcome the current M2M
market fragmentation and the intention is to reuse existing mechanisms from telecom standards
such as from OMA or 3GPP. It is at the moment one of the most advanced M2M Service
Enablement platform standards.
6.1.1 ETSI TC M2M Releases
ETSI TC M2M Core Release 1 was finalized in November 2011 and the group is currently working
on Release 2. ETSI TC M2M Release 1 includes:
 Stage 1: Service and operational requirements for a multiservice M2M system
 Stage 2: functional architecture with reference points (dIa, mId, & mIa), Service Capabilities
Layer (SCL), RESTful resources information model and relates procedures, service
bootstrap,), ...
 Device Management (with BBF and OMA DM)
 Security (Key management and Automated Bootstrapping)
 Stage 3 (API primitives and parameter definitions, HTTP / CoAP Binding)
Release 1 Core specifications include:
 TS 102 689 M2M service requirements [ETSI TS 102 689]
 TS 102 690 M2M Architecture [ETSI TS 102 690]
 TS 102 921 M2M Stage 3 Interfaces [ETSI TS 102 921]
Other specifications are listed in Figure 9 (P=Published) [ETSIM2Mscar]
ETSI TR 102 935 "M2M; Applicability of M2M architecture to Smart Grid Networks" was published
in September 2012. The TR includes the descriptions of exhaustive list of Smart Grid use cases
that benefit from the M2M architecture.

CLEEN OY

Eteläranta 10, P.O. BOX 10, FI-00131 HELSINKI, FINLAND www.cleen.fi

- 30 D6.2.34: Evaluation of using 3GPP M2M for Smart Grid

Figure 9: ETSI TC M2M Specifications work
The draft TR 101603 “Machine-to-Machine communications (M2M); 3GPP Interworking” gives the
view how M2M functional architecture is using an underlying IP network provided by 3GPP. The
draft TR contains the M2M functional architecture with the functional entities related reference
points and procedures. The work will continue with the identification of existing procedures in
3GPP systems, specifying procedures in ETSI M2M architecture needed to complete a solution for
interworking with 3GPP systems. Figure 10 gives an overview of the architecture between 3GPP
and ETCI TC M2M [ETSIM2Mpara].

Figure 10: ETSI TC M2M interworking with 3GPP MTC
The work on M2M Release 2 is concentrating in the following two major areas:
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Standardization of the Interworking with the 3GPP and 3GPP 2 networks
The study of solutions for the definition of common semantic rules between applications
belonging to different industrial segment
Possible other future activities include to respond to European Mandates (e.g. M441, M490, M468,
privacy, smart appliances, …), testing, conformance and interoperability. ETSI TC M2M has also
started to move the technical work of ETSI M2M Release 1 and 2 to oneM2M, see section 7.2.

6.1.2

European Smart Grid related activities in ETSI TC M2M

One major activity in Europe related to the smart grid standardization is the cooperation between
the European Standards Organizations (ESOs) – CEN (European Committee for Standardization),
CENELEC (European Committee for Electrotechnical Standardization) and ETSI (European
Telecommunications Standards Institute).
These ESOs presented the latest results of their joint work on the European Conference on Smart
Grid Standardization Achievements (held on 28th January 2013).
The joint activity prepares and develops the standards needed to accelerate the deployment of the
next generation of electricity networks, Smart Grids. The Conference was organized by the
European Commission (DG ENERGY) in partnership with the CEN, CENELEC and ETSI.
The EU Commissioner responsible for Energy (Günther Oettinger) emphasised the importance of
standardization for developing the Smart Grids and that the responsible authorities as well as the
competent standards organizations in Europe are cooperating closely with their counterparts in
other parts of the world, including North America.
The main purpose of the conference was to disseminate and discuss the results of the work carried
out by CEN, CENELEC and ETSI in response to requests issued by the European Commission to
develop standards for Smart Grids (under EC mandate M/490) and Smart Metering (M/441), as
well as the charging of electric vehicles (M/468).
Final remarks made on behalf of the three ESOs reminded that:
 standards help to promote innovative products and services by building confidence among
industrial users and consumers and creating large-scale markets;
 standards supporting current industry applications are in many cases either already
available or being developed on the basis of best practices and 'state-of-the-art'
technologies. These standards play a crucial role in the successful integration of innovative
technologies in complex systems such as Smart Grids;
 the successful work done by the three ESOs shows how much can be achieved when
different companies and other stakeholders work together. A great diversity of interested
parties have joined forces to agree common standards and avoid market fragmentation.
These 3 ESOs have been defining:
 a set of recommendations for standardization work as well as a mapping of the
communication technologies to Smart Grid communication,
 providing an overview of the Communication standards that are applicable for Smart Grid
communications,
 providing a description of generic Smart Grid use cases, their communication requirements,
along with recommendations on how to setup the communication networks to address
these requirements and
 providing an example profile and developing interoperability considerations.
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6.1.3

Maturity of ETSI TC M2M technical work

There are some major issues related to the maturity of ETSI TC M2M work. The following issues
reflect some findings found in NSN internal. ETSI standard targets for sophisticated system with
usage of RESTful principles that allows high level of automation in application creation, but in
many cases it is vague. There are also some known issues:
 Some key functions such as Charging are missing from ETSI M2M Release 1
 Unfortunately work done in Release 2 does not seem to be focusing on the essential
questions, and it is not likely to be able to fill in the gap before work transfers to OneM2M.
ETSI standard is not mature enough to assure multivendor interoperation on the level of platform
functionality. A further work would be needed, and this would need to be done in oneM2M.
The data structures that ETSI standards create are quite large, and can be inefficient when the
information itself is very concise. ETSI is most suitable for sophisticated use cases with larger data
structures. One M2M would need to consider if simpler structures would be need as well.
ETSI standard is not self explanatory to the level where it could be used by the vertical SDOs as
basis of their work, this further leads to conclusions on the usability of standard platforms. It can be
considered that part of the obscurity of ETSI standard is by choice, so it is rather so that ETSI
standard is over generic.
The role of vertical standardization forums in defining standard ways to use M2M platforms is
essential, or otherwise solutions will not be interoperable at the application/vertical layer. One
example of the interoperable issues is highlighted in the response received from German DKE
("Feedback from German DKE on ETSI M2M Specification", ETSI TC M2M meeting#23,
December 2012). There are some crucial problems regarding the applicability of ETSI M2M
specifications to the DKE specification draft on web services for the secure Smart Meter Gateway
– WAN communication. The following bullet points are extracted from German DKE response
document [ETSI_M2Mdke], e.g.:
 "ETSI M2M offers a framework, architecture concept which must be explained to the users"
 "Lots of abbreviations not commonly used outside ETSI M2M"
 "Communications industry specs use different terms than Metering or Smart Grid people"
 "SGAM (Smart Grid Architecture Model) Reference Architecture cube does not have a
communication Service Layer. Picture required, where ETSI M2M fits in others Reference
Architectures"
 "SMCG Reference Architecture Interfaces do not match ETSI M2M Interfaces"
 "Show mapping of ETSI M2M NSCL, GSCL etc to SMCG"
 "The responsibility for "middleware“ Standards in CEN/CENELEC is unclear. TC13
(Metering) knows lower layer standards (ETSI) and higher layer (TC13/TC57), ETSI M2M
with Services on Layer 4-5 is according to TC13 Upper Layer with own services in TC13."
 "It was found difficult (in DIN/DKE) to have DIN Standards based on ETSI Technical
Specifications, although M/441 recommends ETSI. This was addressed to DKE =>
recommendation is to make IEC Standards from ETSI Specifications."
 "Many people in the application domains do not come from the telco world, they do not
know the benefits of the scaling effects of the Management Service for Layer 1-4 and the
sharing of the communication."
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6.2

OneM2M

In July 2012 seven of the world’s leading Regional ICT Standards Development Organizations
(SDOs) launched a new global organization to ensure the most efficient deployment of M2M
communications systems: oneM2M Partnership Project http://www.onem2m.org/
The front page of oneM2M Partnership project states:
“The purpose and goal of oneM2M is to develop technical specifications which
address the need for a common M2M Service Layer that can be readily embedded
within various hardware and software, and relied upon to connect the myriad of
devices in the field with M2M application servers worldwide. A critical objective of
oneM2M is to attract and actively involve organizations from M2M-related business
domains such as: telematics and intelligent transportation, healthcare, utilities,
industrial automation, smart homes, etc.”
The first Technical Plenary (TP) meeting was held on September 2012, and it was followed by the
second TP on December 2012. These, and several planning meetings that had been held between
the seven Regional SDOs, agreed on the structure and form of the work to be conducted. oneM2M
Partnership Project targets to:
 produce and maintain globally applicable TSs and TRs related to M2M Solutions with the
initial focus on Service Layer.
 develop globally agreed-upon M2M end-to-end specifications using common use cases and
architecture principles across multiple M2M applications to connect M2M devices with
application servers worldwide with an access independent view of end-to-end services
 define a Service Layer platform with high level and detailed service architecture including
protocols/APIs/standard objects based on this architecture (open interfaces & protocols); focus on interoperability, test and conformance specifications
 document common use cases, terminal/module aspects, including Service Layer
interfaces/APIs between:
o Application and Service Layers
o Service Layer and communication functions
o Security and privacy aspects

6.2.1 oneM2M Partnership Project Governance model
The following operational structure was formed to take care of Governance, financial planning
(budgeting), marketing & communications and technical specification work:
 Steering Committee (SC): for example, manages oneM2M, approves Working Procedures,
Terms of Reference of the TP...
 Technical Plenary (TP): e.g. creates WGs, approves their scopes and terms of reference,
provides coordination of the technical Work Program, manages and approves work items
and study items within the agreed scope of oneM2M.
 Finance Committee, Marketing and Communications Group.
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A fast release of the oneM2M specifications was a driver to form a working group structure to allow
significant amount of work to be carried out in parallel on service requirements, architecture,
protocol as well as security and management area.
oneM2M is a partnership project between standardization organizations. There are two types of
partners in oneM2M [oneM2Mpartagr]. Partner Type 1 organizations allow their members to
participate directly to the technical work. Partner Type 2 is for organizations that present
themselves as one unit to the technical standardization work in oneM2M. Currently oneM2M has
the following partners:
 Partner Type 1; founding partners from
o ASIA:
CCSA
(China
Communications
Standards
Association),
TTA
(Telecommunications Technology Association)(Korea), ARIB (Association of Radio
Industries and Businesses)(Japan), and TTC (Telecommunication Technology
Committee of Japan)
o Europe: ETSI European Telecommunications Standards Institute
o North America: ATIS (Alliance for Telecommunications Industry Solutions), TIA
(Telecommunications Industry Association)
 Partner Type 2;
o Open Mobile Alliance (OMA)
The members of Partner Type 1 SDOs that join the work of oneM2M become members of
oneM2M. So far oneM2M has 214 members, which are e.g. expected to:
 provide technical contribution to TP (Technical Plenary) and its subgroups,
 participate in SC (Steering Committee), TP (voting rights), and its subgroups
In addition, governmental agencies and regulators may become Associate Members of
oneM2M for
the purpose of following the work and providing informative contribution.

6.2.2 oneM2M Working Group structure
Currently 5 Working Groups have been formed:
 Working Group 1 – Requirements
 Working Group 2 – Architecture
 Working Group 3 – Protocols
 Working Group 4 – Security
 Working Group 5 – Management & Abstraction Semantics
WG 1 is working on two Technical Reports (TRs), "oneM2M Use cases collection" and "Benefits of
oneM2M technology". Use case TR covers e.g. :
 Street Light Automation
 Wide area Energy related measurement/control system for advanced transmission and
distribution automation
 M2M Healthcare Gateway
 Plug-In Electrical Charging Vehicles and power feed in home scenario
 Home Energy Management
 Home Energy Management System (HEMS)
 Vehicle Diagnostic & Maintenance Report
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Use Case on Devices, Virtual devices and Things

The normative technical requirements for OneM2M release 1 are to be documented into the
Technical Specification (TS): "oneM2M Requirements".
WG 2 is working on a Technical Report (TR), including
 Part 1: Analysis of the architectures for transfer to oneM2M
 Part 2: Study for the merging of the architectures proposed for transfer to oneM2M and
resolve critical potential gaps
Work on TS on M2M Architecture has not yet started. The Architecture TR shall include M2M
architectures from all 7 SDOs, including ETSI TC M2M but also CCSA, TTA, ARIB, TTC, ATIS and
TIA. In order to understand the magnitude of the architecture work, for example, ETSI TC M2M
functional architecture specification is roughly 300 pages. This gives some perspective to the
selection of the architecture options. Although from the European perspective ETSI TC work is
highly advanced it will be challenging to have such an architecture view that is commonly
agreeable with all major SDOs. Figure 11 below highlights those ETSI TC M2M standards that are
proposed to be transferred to OneM2M [ETSIM2Mdarmour].
WI-03

WI-05

WI-06

WI-07

WI-08

TR 102 691

TR 102 732

TR 102 857

TR 102 897

TR 102 898

Smart Metering

e-Health

Connected
consumer

City Automation

Automotive

TR 102 935

WI-21

WI-11

TR 103 118

Smart Grid impacts
on M2M

*

TR 102 966

*

TS 101 603

WI-14

Interworking with
M2M Area Networks

WI-18

Service Layer
Interworking with
3GPP networks

Smart Grid
Infrastructures
Security
WI-19

*

TS 103 104

*

TS 103 107

Interop. Test Spec
for CoAP bindings of
M2M primitives
WI-20

Service Layer
Interworking with
3GPP2 networks

*

TS 102 689

WI-01

M2M Service
Requirements

*

TS 102 690

*

TS 102 921

*

WI-13

TR 101 531

M2M Functional
Architecture

M2M Comm.
mIa, dIa and mId
interfaces

Reuse of 3GPP
nodes by M2M
SC Layer

*

TS 103 092

WI-12

WI-04

M2M Definitions

WI-02

WI-10

TR 102 725

WI-15

OMA-DM
Compatible
Management Objects

TR 103 167
Threat analysis &
counter measures to
M2M service layer
WI-17

*

TR 101 584

*

TS 103 093

Semantic Support
for M2M Data

WI-16

BBF TR-069
Compatible
Management Objects

* shall be transferred to oneM2M
Figure 11: ETSI TC M2M Standards proposed to be transfered to OneM2M
6.2.3

Draft timeline for Release 1

The draft timeline for oneM2m release 1 is shown on Figure 12 [ETSIM2Mkoss]. The time window
for the “first release of a minimally deployable solution” is tentatively set from the end of 3Q13 to
the end of 4Q13, assuming major part of the specification can be inherited from one of the
partners. There are 6 TP meetings scheduled for 2013, TP#8 being scheduled to December 2013.
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Figure 12: Tentative timeline of oneM2M work

6.2.4

Remarks of the progress so far

There have been 14 WG1 & 2 meetings over 8 weeks timeframe in 2012 (September-December
2012). The TP#2 Report to the SC#4 (Steering Committee meeting) show that there are some
major obstacles, e.g. lack of understanding regarding terminology “Approved”, “Frozen”, “Under
Change Control”. This has lead to inability to “Approve” deliverables due to this confusion. A
consequence is that Work Item timelines have slipped.
The so called requirements assessment methodology document was proposed in the latest TP
meeting to over overcome the problem with number of requirements: - over 200 potential
requirements have been collected since the first TP meeting in September 2012. The report states:
"nearly an hour of discussion was utilized during TP#2 in order to arrive at agreement
for a single requirement. Even if the remaining requirements only take half as long for
each requirement, this is not seen a sustainable way to proceed."
WG 1 is working on a high-level assessment tool (Aggregated Requirements matrix) to manage
the high number of requirements. Adopting to different terminology, practices and methodologies
between telco and IT players is a difficult and time consuming task.
oneM2M is facing serious challenges both managing the huge number of requirements as well as
the mixture of different architecture views from all 7 founding SDOs. The schedule for the finalizing
the release 1 oneM2M in 2013 seems extremely challenging. If current obstacles cannot be quickly
solved the schedule will be significantly longer.
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7 Conclusions
CEN-CENELEC-ETSI SM-CG has studied communication technologies for Smart Grid, and
identified 3GPP mobile communication technologies to be suitable for Smart Grid in all areas
except in those with most stringent delay requirement. From mobile network operator point of view,
Smart Grid related traffic is M2M communication, and in addition to the 3GPP technologies,
separate M2M Service Enablement layer technologies may also be applicable. In this document
we have looked in to the latest standardization developments in these areas, and based on these
developments we provide a view on what would be available for Smart Grid deployments in the
near future.
Mobile networks have already been used quite extensively for Smart Metering use case. M2M
communication with Mobile Networks can be more complex and take longer than standard IT
projects, because specific interworking technologies are often required. For example, since the
packet data connection is tuned off during the period when a cellular module is not transmitting
data, it is commonly required that an SMS is sent to activate the communication module before
M2M application data can be sent as IP packets. On the other hand the mobile networks might
become congested if a large number of Smart Meters attempt to connect to the network at exactly
the same time, and service is being blocked for many users due to traffic that itself is often not very
time critical. These are some of the issues that have driven mobile communication industry to look
specifically into M2M communication in 3GPP standardization.
3GPP has worked on M2M communication since Rel-10, where the initial functionality was
designed to handle large amount of low priority M2M traffic. This feature was designed to allow for
safe growth of the M2M traffic in mobile networks. Operators can better manage their networks, by
de-prioritizing non-time-critical but frequent M2M traffic. Rel-11 which is the latest and nearly fully
complete 3GPP release, introduced a new architecture for M2M communication that also includes
specific control interfaces from M2M application or platform layer to 3GPP system, and can be
used to reach and trigger terminals with or without using SMS. Another large area of work is
identification of terminals, which introduces alternatives to using a regular telephone number as an
identity of M2M device, which almost in all cases will not ever be used for voice communication,
where phone numbers were originally designed for. In addition, the work was continued to improve
the priority handling even more. 3GPP has recently started work on Rel-12, which also includes
M2M topics in the area of improving system efficiency for handling very small data amounts, and
very low power devices. This work is still ongoing without definite completion date set. Overall, it
can be said that the work in 3GPP is addressing the needs of the M2M market segment, and trying
to remove obstacles from being able to serve massive amounts of M2M devices. It is assumed that
these features will be available in mobile operator networks in two to three years, depending on
rate of market pick-up.
Standards for M2M are also developed for M2M Service Enablement Platform, which works on top
of the IP communication layer. From mobile network operator point of view, it would be beneficial
to provide M2M services to many verticals via a common platform. In this area, we have been
following and studying the standardization activities in ETSI TC M2M and lately also in oneM2M,
which are the most prominent standardization activities in this area. oneM2M is a very large
standardization overtaking, which is overtaking the international M2M Service Enablement platform
standardization from a number of Regional Standardization Organizations. M2M verticals, such as
energy industry should be in visible position in oneM2M to assure that their service requirements
are supported, and more importantly, to gain first hand information on what this technology is all
about. ETSI TC M2M has taken its role as the telecommunications expert for European Smart Grid
activities, and Smart Grid has been addressed widely in ETSI TC M2M work, but the work has not
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been attended by energy industry players. We lack evidence that ETSI M2M or oneM2M standards
would be considered seriously by the energy industry standardization players. In fact, we have an
opposite example, where comments from German national body DKE show that there are severely
conflicting views in the some very basic issues, like how standards in this area should be created.
This shows that there are deep differences in the standardization methodologies used in
telecommunications and energy industries. Standards for M2M Service Enablement layer are not
complete yet, and it seems that it takes at least 1-2 more years to complete the first release.
Potentially some more time is needed before first products would be available for deployment. It
remains to be seen how much commitment Smart Grid and energy industry will be to this work in
general in that time frame.
Considering the overall situation from Smart Grid point of view, it seems that the newest standards
address and correct those problems that have been experienced in the field in the existing Smart
Metering deployments. Also further work in 3GPP pointing to the right direction, with additions that
would further benefit Smart Grid use cases. CEN-CENELEC-ETSI SG-CG has already identified
3GPP mobile network technologies to be viable for Smart Grid. In this work, it was not assumed
that a separate M2M service enablement layer would be used, and we agree that there is no
technical reason mandating it. The M2M Service Enablement layer standards would potentially
help the mobile network operator to provide M2M service cheaper and thus it can be viewed to be
a further optimization. The standard work in ETSI TC M2M and oneM2M is however taking longer
than expected, and we see no need for one vertical such as Smart Grid to wait for these
optimizations to become available, while the new M2M capabilities provided by the 3GPP network
layer will be available much sooner.
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